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DECLARATION UNDER 37 C.F.R. S 1.131 

1 . I, Dbniso Lobo, hereby declare: 

2. 1 am a named inventor m tlie atoove-referenoed plication f the Application"). I 
am also Director of Engineering of ass^nee htetSoJut Systems, Insx of Westford, 
Massachusetts (NetScout). 

3. The Application claims priority to a U.S. provisional patent application, 
mmed INTRUSION DETKJTION S^BTEM AND METHOD, Serial No. 60/402,255 ("the 
Provisjonal"). 

4. This declaration is being submitted to estabfish a conc8{Hi(»i <^ttie invention 
disclosed hi the Prwisionai and claimed in the Application prior to July 30, 20D2, and to 



iNP^«cato No.: imm,m 

a^HnK» in flertJK*!! t« im«M«« to f»*^ 

5. FW©r taMsfSO, 2302. h Westtml. MA, Anil Sk^nai and I conceived the 
««»raitfonc&KtaMdfci»ieftB«^^ More partiatiarty, prtorto 
A% SKI, 20^2, we conceit of the elem^its nedM n Claim 1 . a "method for intrusion 
*Ae!*m^ awT^^m^ "wc^wg at a prate ftete conrnrts^ 

lir?r ; "aw^*^ tie r!@o«wed ^ta irto a Iwiw* st^^ 

"monitoring, by the iMfys.tmm:^mdfma^ temskmei^mitkfmfmmmasr; and 

cJetectoi syslem in cwmmunicatai witti the second networtt trik." 

6. At the time, we also conceived of tt»e eiements rej^ed In Ctefcn 21 , a •r«fwork 
peftonnafvce prt^' cotnprising "a first r)etv«>fk Wertace ft» morritorkm pasieerts OMwnwteated 
over a first network iink*; "a p^et omvarter ft^- ccmm^ the moMnmci data pedteHls itMo a 
format su)tat»le for a netMorkMr; jwxi "a second netMXfe jrMe»iace«cr ccmmiur^^ 
owr a »c»nd n^swwk lit*, con¥«l«i psKdsete to «i 

communicatton with Bie se<^*i r^iiafc Wt" 

7. Atmetime,w»jrisoccxK9»^{^ttte^T^itor»;^nC^EM40. *ans»i^c^ 

coiT^;%i»xr iBEKlat^ code for cau!^ a OCM^ 
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8. At the ttme, we also conceived erf tlw elements recited in Cteim 42, "a pr^ram 
stonag^ nwdiunti read^^le by a computer, tar^ibly embodying a program of instoiK^ions 
exeoiU^ by the computer* to perform the method intai»on detection desoribed above. 

9. Based on our invention and prior to July 30. 200Z, Mr. Singhal and I preparedT n 
ttie U.S., con^Hiter stMuaiB code, portions of which arKi printouts of the output fOr which are 
attached as Et^lnits A - F. ITiese Exhibits demonstrate, Sirough use of a software program 
time stamp attadied here as Bdiitnt G, conception of ttie above-descra>ed inventionis before 
July 30. 2002. 

10. The code ttiat Mr. Sin^al and I prepwed aid ttiat is documented in E^^ibits A - H 
was an implementation of one embodiment erf tlie claimed invenfcn. It comprised a NetScout 
intrusion detection system operating in conjunction with a NetScout probe model 9200 to detect 
any malicious network traffic and network usage which cannot be detected by a conventional 
firewall 

1 1 . Tfie software programs from which the Exhibits have been extracted contain 
instructions implementing several hinctk>nalittes that are neither relevant rwr useful to 
implement the invention claimed in tt» Applicaftion. Only those portions of the software code 
that are necessary to shew tf» conception of ttie cterimed inventions ha^ been attadied as 
Exhibite hereto; the remainder <rf the stMtware axJe has been btocked from respective E)*iS>it 
to presene Its confittentiality. Because tf» E)^ibits are multi-p«^ documents, wrtien m entire 
page of ttie E)diitnt was blocked, the entire page was deleted from ttie ExhiUt Also, in 
accordance witti MF>EP 715.07.11, dates have been blocked from the Exh«>its in order to 
present confidenttfyiiy. I dedare ttiat ttfie datK are all prior to July 30. 2002. 

12. AI«iou{|^ottierpenM)nsoontra>uted to tti« development of tttemuWpteiwi^ 
implemented in the larger software code, portions of whkdi were extracted aid are attached as 



3 



/MspltoationNo.: 10B37.431 
Momey Docket Ho. 09851 .(Xm-WOOO 



Exhibite A - H, only Mr. Singhal and i prepared the aHnpirter scMmksto code that nnf^mented 
the daimed inwntion. 

A. Method for intrusion detectton and a network pefformance orrtbe * 

13. E)diibit A consists of portions of a software program entitled DRVCFG.C, which 
contains instaictions to implement a "method for intrusion detection." Page 1 of E)diibit A shows 
that DRVCFG.C bears a copyright rK>ttce in the name of Frontier Software Dev. inc., which was 
the name of NetScout at the time that the software program DRVCFG.C was created. 
DRVCFG.C identifies the software's subject matter as the probe Model 92(X) and the intmsion 
detectoi s^em krwwn in the program as "IDS". See, for exm^. Code FrE^ment 1 of Exhibit 
A {page 3); -#e«f (MODEL_92CK) && JDS).* 

B. Communicating data packets over a flrat network link and recdvino Wiem at the mtitee 

14. As shown in Exiv'blts A - C, the instnjctions indude "receivng at a probe data 

PSK*^ communicated ovw a first network firrit.' DRyCFG.C has insfrmSkwis that corr^se a 

call to iimA a wide area network (WAN) link (called here XsC^ (torn the driver call table. 

See, for exampte, Code Fraorrtent 2 W Exhibit A fijage 7): 

•#ifCG3i 

if (d6tect_cc3i{lfn)) 

{ - 
log_evaitf1ntertece %d: (HSSI) WAN-CC3iW, ifn); 
reium(&cc^ v«in info); 
} 

#endr 

The WAN M CC3i is em embocftneitt of a first neiworit link, sudh as recited in independent 
aaims1,21,40,and42. 

15. Tte se^ftware program entitled CCSiAPl.C, a portion of which is attached as Exhibit 
B, conteins rbuttnes to detect, initialize a^id reeeive packets 1hrou{^ ttie WAN link CC3i. 
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CC3iAPi.C includes instruc*ons for receiving a data ftame over ttw first WAN link CC3i. See, 
for example. Cocte Fr^ment 1 of Bdiibit B. page 16 f EXRDRT XMIB_FRAME_INFO 
*cc3i_r«af_ftafTie{ifri)"). 

16. CCmpi.C has mstrucfons for detect the See, forexair^.* 

Code Fr^mer« 2 <rfB(hibit B (pages 21 - 22): 

■EXPORT BOOL detecl_cc3i(ifn) 
{ 

memsetttvold *) cc3i, 0. si2eof{CC3l_INFO)); 



*• Locate CC3i card using PCI find device function, read its 
** configuration and setup the cc3i h/w access structure. 

•/ 

if ( !tocate_cc3i(CC3LVENDOR_ID, CC3I_DEVICE ID, cc3i) ) 

{ 

log_event("cc3i: tailed to locate deviceVn*^; 
retum(FALSE); 

r 

cc3l->if n = ifn; 

// Set CRC16 as default option 

II 

//agent_config.if_datepi-1].opti<»is |= CPG_MASK(IFOPT_CRC_16); 
mm (<x3LdetertKl = TRUE); 

r 

17. TTie softiMare progfam entttled RTPRCK^-C. a porton trf w^icfi is attadied as Ei^ibit 

C. KMitains inactions to provide a conduit i)ebween ttie WAN link CC3i, to receive packets, 

and to pass ttiem atong to ttie network perfc>nnnance evaluation code portion of tfie probe 

RTPROC.C has instnictions to communicate data packets over the WAN link CC3i. See, for 

example, Code Fragment 1 of Exhibit C (page 3): 

"xmibjramejnfo = drv_tecv_fraim(ifn); 

if (xmibjframe_lrrfo = 0)" 
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18. RTPRCXJ.C has hstrudkJns to s«id packete alw^ the WAN linkCCSi Id the 
networtt p6ffonnanc» ewaluafion cocte portion of the prptje. See, for e>«iinple, Cocte Fr^ment 2 

of E>*iibitC(page4): 

"if (!collector_count) * 
mibmgr collector(xmib_frame info); 

else{ 

I* 

** Test case to simulate 
'* multiple frames. 

for (j = 0, j < collector_count; j++) 
mibmgr_E»llector(xmib_firarne_Wb);" 

C. Monttorinq the receimi padkete b y a probe to evaluate network performaffl» 

19. As shown in Exhibit D. tte instwctfons indiKte 'mcaiitartng. by fte probe, the 
received pactets to evaluate network perfonnance.* For example, «he software f»pgram 
ertMed REALCCX..C, a portfon <rf whfeh is attached as Exhibit D, contahs instructtons to 
provide network perfonnanoe evaluatkm. Perfwmance is evaluated throughxxHiecfion of date in 
(Management Inf^atkm Bases (MIBs). An MIB is a type of database used to manage flie 
devices in a cofnmwifcattons network. It comprises a oc^lec^ of olijects in a (virtual) database 
used to manage enttties (such as routers and swrtdies) in a network. 

20. REALODLC contains in^mrtfons that operate to e\«luate performance in MIBs. 

See. for example. Code Fragment 1 of ExhItMt D (page 6): 

"EXPORT VOID ma)mgr_a>llectortinfo) 
XMIB_FRAME_INFO *info;' 

21 . See also Code Fragment 2 of Exhibit D (page6): 

TRACE(MIBMGR_COLl£CTOR); 
if (irdo->chann^) 
{ 

r setMp chamel int^sce indexes •/ 
infb->ifn = WoJ»channel->ch Jfh; 
info->lifn = «ifo->channe)->ch_lifn; 
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} 

festpathjMocessJrameKinfo);* 

D. Converting the received data packets bv a packet converter into a second network 
link format 

22. As shovm«i Exhibits A, D-F, the instructkonsii«dude'oonv^ 
packets mto a fonmat suit^ for a second network Hnk.' 

23. As noted above in paragraph 13, the software progiwn entitled DRVCFCC <&diibit 

A) contains instaicttons to provnde the m^hod for intrusion detecfon with two nefiwrk Ihks. 

DRVCFG.C idenenes tt» driver *FEC" and ih& driver X«3i." See, for esrample, Cotte Fr^ment 

1 of Exhibit A (page 4): 

"#defineFEC 1 
#defineCC3i 1" 

24. As noted above in paragraph 10 above, the driver "CC3i" constitutes a wide area 
network (WAN) link. The WAN link CC3i is an embodiment of the first network link, such as 
recited in the claims. 

25. The softv\mre program emitted FECMAIN.C, a portton erf which is shcwm as Ejdiibit 

E, is identified as an Ethernet driver. For example, ttie comments on page 1 erf ExhM E: 

"Module Name: FecMain.c 

Compofwntof; Fast Ethernet driver using ttie ActeptecSterftfe adapter" 
The Ethernet driver FEeMAIN.C is an €srt)odimer« of a second network link, such as recited in 
ind^jendent Claims 1, 21, 40, and 42. 

26. In the system implementation demonstrated by Exhibits A - F, after transmission 
along the WAN link CC3i, the data packets are converted by packet converter code and then 
are fonwded to a software program calted "FECSENDFRAME.C" in the forniat suitable for the 
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Ettiemet link FECMAIN.C. FECMAIN.C has instrwSiwis to rec«ve ihe converted franws from 

FECSENDFRAME.C. See, for example. Code Fragmait 2 of Exhibit E (page 47): 

"EXPORT INT FecSendFrame Ofh. frameptr. framesize. TrafGenKtode) 

UINT ifn; * 
N8 *frameptr, 
UINT framesize; 
N3a TrafGcmMode: 

{ 

SF_ADAPTER 'Adapter. // Pmnter to Adapter struchire 
XMIB_FRAMEJNFO '10(0;' 

27. Bxhm F is a printout of the ou^jut of a software program entitled f&M.C. which 
identifies the topology and applications supported by the Ne©cout probe model 9200 in the 
system implementation evidenced by E)*iibits A - F. It can be seen in Exhibit F that the system 
implementation contains a WAN link C-DJNAH^V) and an Ethemet link f-D_ET=1°). Thus, 
Exhibit F shows that the data packets will transmit atong two different network links. 

28. Persons skilled in implementing network applications will understand that that the 
formal of data transmitted atong a WAN link will differ from the format of data transmitted along 
an Ethemet link. In reviewing the system implementation evidenced by Exhibits A - F, a person 
skilled in implementing network applications would understand tfiat data packets that were first 
transmitted through a WAN netvw>rk link require conversion into a different format before fhey 
could be transmitted along an Ethemet link. Urorefore, a persai iMdIled in imptementing 
netvwjrk applications would understand tfiat tfw system implementatton evidenced by €)*iibits A 
- F VKHild requ»e conversion of the format of the received data packets from tfie format mMatoie 
ft>r the first network link into a foimat suitable for Ihe second network link. Thus. ki my opinion, 
the computer software codie and output of ExWI*s D - F show that ttie received data packets 
are converted from a format suUable for a first network llr* into a fwmat suitable for a second 
network link 
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E. TransmttMng data -converted pack^ over a s«»nd nefaworic link to an intrusion 
detection system in conMiiunicatlMi wWi tfie second network link 

29. As i^Town m Ej^iiW A, E. F, the instwctfens iidude 'transmitBiie, by the prt*e over 
a second nelvirork link, data-ccmverted packets to an mbusfon (^^:fon system in * 
icommunication with the second netvxork link.' 

30. Both Exhibit A (DRVCFG.C) and Exhibit F (F900.C) demonstrate that the system 
implementation contains an intrusion detection system. See. for example, Code Fragment 1 of 
Exhibit A (page 3) ("ielif (MODEL_9200 && _IDS)") and the last line of Exhibit F C'-DJDS=r). 

31 . FECMAIN.C (Exhibit E) is invoked in the system Implementation to transmit and 

forward the data-converted packets to *e inttuston ctetectton syi^sem m communicaticwi with it. 

FECMAIN.C has a call routine to detect the Efliemet link. See, fbr e)ampte, Code Fiagment 1 

of Exhibit E (pages 2 - 23), : 

•EXPORT TEXT *FecDetect(ift») 
UlNTIftt;" 

32. Further, FECMAIN.C has ihstnictions fbr sereling the converted ftames over the 
Ett»met link to the intrusion detectk>n system. See, for example, Code Fragment 2 of 
FECMAIN C (ExhitMt E. page 47): 

•CHKjFNfifrt); 

Adapter = lrrterfacelnfo[lfn].AdaptertO]; 

// First check if a previously queued frame needs to be ACKed 
AckPrevXmtedFrame (Adapter); 

// Q the frame for xmission 
a (IXmtFname (Adapt«^, frameptr, fiamesize, 

(TrafGenMo(te « CRC.ERR) ? FALSE:TRUE)) 

{ 
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a 

II Update Stats for this frame if it vias successftilly Qued. 

into = Adapter->RecyFramelnfo; 
irifo->frarne_Bme_ms = timerjget_i*>timeO: 
inft>->ffame_p = fram^:*; 

info->fiRaBne_si2» = fram^o*; * 
inft>->cfc_a^_em>r= (TraR^»tode == CRC ERR) ? TRUE : 
FALSE; 

info->mac_,enofs = «ift>->crc aiign.error; 
Adapter->TxmLas©uffBr = {N8 •)franM^lr; 
Adapter->TxmPtevPend = TRUE;" 

F. Software run time-stamp 

33. Exhibit G is a printout the output erf a sottvrare program entitled LINKTIME.C, 
which operates as a time-stamp, evidencing ttie emxitton of ttie sofl«*®re of Exhtotts A - F prior 
to Juiy 30, 2002. The date itself has been blocl<ed to preserve its confidentiality in SKCordance 
with MPEP 715.07.11, but I declare that the time-stamp date vias prior to July 30, 2002. 

34. The probe and intmsion detection method disclosed in the computer software code 
shiown in Exhibits A - F form fte subject Of the above-identified application. As can be see from 
the above, substantially all of the features set forth in the independent claims of the above- 
identified application are also desc*«J in *e computer srttv»afe code aid prWout of the 
system implementation shown in Exhibits A - F. In my opnion, the oortHHiter software cote 
shw«i in ExhBjits A - E and printout of the system implementation stK«a«i in Exhibit F, 
whidi, as evidenced by the printout of the witput of the enaued UNKTIME.C program shovwi in 
Exf^btt F. are dated prior to July 2002, conclusively demonsbate the conceptkm of ttie 
claimed invention prior to July 30. 2002 and acts supporBt^ such conc^tion m flie U.S. 

II. DILIGENCE FROM JULY 30. 200 2 TO AUGUST 9. 2002 

35. Prior to July 30. 2(X12, a patent application drafting project was started for this 
invention. The proj«;t resulted in the filii^<rf the Provisional on Au^st 9, 2002. The lawfirm 
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handlir^ patent maters on behalf c* NeBc»ut asagned Dock^ No. FSD-004 to the Bovistonal. 
On and srter July 30, ZQOZ and prior to Auj^st 9, ZOOZ (the filing date for the Provisiwial). a 
draft of the Provisional was beir^ revised. 

36. As evidwice of surti work, ^ched hereto as Exhtolt H is a copy of a portion of fFie 
law finn's invoice to assignee NetScout slrowing the attorney hours spent on reviewing and 
revising the draft Provisional. As evidenced by the attached t»py of selected pages of the 
invoice, on July 25 and ^SXXt, 11.50 hours of attorney time were spent on matters <m behalf 
of the assignee NeScout induding a rewew and revision of the draft application for FSD-tX34. 
Thereafter, 4.26 hairs «rf Forney time vi«re ^>&ni on July 2X3, 2002 reviewii^ correspondence 
from me and tx>nfening vwtti me about the draft Prowsional. Furttier, on Friday, August 2, 2002, 
0.50 hours of attorney Bme vme spent revievwng a document from me. After a break for the 
weeicend, August 3 - 4, 2002, on Monday, Augusts, 2002. an additional 4.O0 ttours of attorney 
time were spent revievwig my document and revl^ the applkwrtton. Ort August 6, 2002. 0.60 
hours of attorney time were spent reweviring the application and. on Aupjist 7. 20tC, 2.00 
additkmal hours (^ attorney time w^ spent reviewing and revising the draft Provistonal, whidi 
vras fil^ two days later. 

37. ClesKiy. the hours mat I sp<^kire\riaiMri@ vef5k>n$(^ttie draft Pfovi 

period would be in acMitim to those txxirs of attorney time that vi«re documented in Bdiibits H. 

38. In my opir^on, tie copy cf a portion of Uie towv firm's inwMce to NetScout that is 
attached hereto as Exhibit H and ttiat shows significant work perfonned in draKhg the 
provisicmal patent afH^lioation upon w^ich the instant apptnation txased in the p^iod between 
July 30, 2002 and August 9, Z002 conclusively demcMnsirates that we were dil'^t in achievvig 
reduction to practice erf Uie invention after July 30, 2002 but bstore Au£^ 9, 2002. 

39. I declare farther that all statements miade herem of rny own knowledge are true 
and that all statemente made on nifbnnBtion and beltef are beliewed to be true; and ftirther, that 
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«ie sfartemKtts wwsre macte with «» taxiiwtate^ 

are p«it*^ by fif» or mpiisommiiA, or boBi, imtter^cBon 1001 erf Title 18 ofSie United 

S^s Ck>de, and thtf sudi vi«M «^se statements may jeopai^ 

or my patents issuaig thereon. * 



[^ted! 
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drvcfg 

K******************************************************* 

COPYRIGHT Cc) , FRONTIER SOFTWARE DEV. INC * 

ALL RIGHTS RESERVED * 

Module Name : drvcfg. c * 

Component of: MPC Software * 

Prograrmner : Anil Singhal * 

Description: * 

Contains driver configuration info for all models. * 

Must be compiled using appropriate MODEL_xxxx switch. * 

Coiwnents: * 

Revision History: * 

Vers. Date Who Why * 



r******************************************************************^* 
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Exhibit A 



drvcfg 



#elif (MODEL_S200 && _IDS) 
#define FEC 1 
#define CC3i 1 
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Exhibit A 

drvcfg 



#if CC3i 

if (detect_cc3i(ifn)) 



log_eventC' Interface %d: (HSSI) WAN-CC3i\n", ifn); 

return (&cc3i_wan_info) ; 

} 
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#define USE_RESERVED_MEMORY 



ccBiapi 



n- 

copyright (c) 

Module Name: 
Component of: 
/■* Programmer: 

Description: 

/" Contains all functions pertaining to the HSSI device driver using 
/" SDL Communications CC3i card. 



Frontier Software Development, Inc. 

ALL RIGHTS RESERVED. 

ccSiapi.c 

CC3i, HSSI driver API library. 

Rajeev Nadkarni . 



use DO_TEST switch while testing code on DOS platform. 
Always use interface number (ifn) 1 in Test mode 



^" Comments: 

/" Revision ^History 
Vers 



Date 



who 



why 
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EXPORT XMIB_FRAME_INF0 *cc3i_recv_f rameCifn) 
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cc3iapi 



EXPORT BOOL detect_cc3i (ifn) 
UINT ifn; 
{ 

memsetCCvoid *) cc3i , 0, sizeof (CC3I_INF0)) ; 

/* 

** Locate CC3i card using PCI find device function, read its 
*'* configuration and setup the cc3i h/w access structure. 

if ( !locate_cc3i(cc3i_VENDOR_iD, CC3I_DEVICE_ID, cc3i) ) 

log_eventC"cc3i: failed to locate device\n"); 
Page 21 



Exhibit B 



ccSiapi 

return (FALSE) ; 

cc31->ifn = ifn; 

// Set CRCi6 as default option 

// agent_config.if_data[ifn-l].options i= CFG_MASK(IF0PT_CRC_16); 

return (cc3Ldetected = TRUE); 
} 
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#if MODEL_9300 

# include rtproc_a.c 
#.alse 

/****************************** 

* WARNING * 

* Copyright (c) * 

* NetScout Systems, Inc. * 

* westford, ma 018'86 * 

* All Rights Reserved * 

* This software is part of Licensed material, which is the property of * 

* NetScout systems, inc. unauthorized use, duplication or distribution * 

* is strictly prohibited by Federal law. No title to and ownership of * 

* this software is hereby transferred. * 

* * 
************************************************************ / 

/■ir******4r**************************************************************** 

* * 

* Module Name : rtproc.c * 

* Component of: MPC Software * 

* Programmer : Anil Singhal * 

* * 

* Description: * 

* Contains the top level real time procedure. * 

* * 

* Comments : * 

* * 

* Revision History: * 

* Vers. Date who why ? * 
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Exhibit C 

rtproc 



xmib_frame_info = drv_recv_frMieCifti) ; 
if (xmib_frame_info == 0) 
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Exhibit C 

rtproc 



if ( ! col 1 ector_count) 

mi bmg r_col 1 ectorCxmi b_frame_i nfo) ; 

e1se{ 

LI ■ . 

** Test case to simulate 
** multiple frames. 
*/ 

for (j =0; j < collector.count; 
ffli bmg r_col 1 ector (xmi b_f rame_i nfo) ; 
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Exhibit D 



real col 

#c!efine rmon1_changes_for_rmon2 1 
#clefine mcast_bcast_fix i 

* WARNING * 



* Copyright (c) * 

* NetScout Systems, inc. * 

* Westford, ma 01886 * 

* All Rights Reserved * 

* This software is part of Licensed material , which is the property of * 

* NetScout Systems, inc. unauthorized use, duplication or distribution * 

* is strictly prohibited by Federal law. No title to and ownership of * 

* this software is hereby transferred. * 

************************************************* 

* * 

* File Name : real col. c * 

* Component of; mib Manager * 

* Programmer : Anil singhal * 

* * 

* Description: * 

* Contai ns all top-level Collector functions for Lies. * 

* Includes all channel and filter related functions al so * 



* Revision History: 

* Vers. Date who why 



It********************************************************************* 
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ECPORT VOID niibmgr_conector(info) 

XMIB_FRAME_INFO *info; 



TRACE (MIBMGR_COLLECTOR) ; 

if (info->channel) 

/* setup channel interface indexes */ 
info->ifn = i nf o->channe1 ->ch ifn; 
info->lifn = i nf o->channel ->ch_l i f n ; 



f astpath_process_f rameCi nf o) ; 
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fecmain 

; WARNING 

' copyright (c) 

Netscout systems, inc. 
westford, ma 01886 

■ All Rights Reserved 

• This software is part of Licensed material , which is the property of 
' Netscout systems, inc. unauthorized use, duplication or distribution ' 

is strictly prohibited by Federal law. no title to and ownership of ■■ 

this software is hereby transferred. 



* Module Name : FecMain.c * 

* Component of: Fast Ethernet driver using the Adaptec Starfire adapter * 

* Description: Contains the driver entry point functions conforming to * 

* drvapi • as defined by FSD. * 

* * 

* Comments: Main Driver file, * 

* * 

* Compilation: - To be compiled with DB=PPro and pragffla=pack options * 

* - The transmit logic can be disabled by undelfing * 

* TRANSMIT (in FECraain.h) for Debug purposes * 

* - To support s/w Interrupt mode define "nointrmode" * 

* in FECmain.h else the driver will respond the h/w * 

* generated interrupts. * 

* Tunable parameters: - # of receive Buffers (set to ??? in ) * 

* - Size of Rx Buffers set to 1536 (in FecHw.h) * 

* - PCI Latency timer (set to ?? elks in ??.h) * 

* * 

* Debug options: - Debug messages for individual driver entry fns * 

* can be turned ON/OFF (via nags in FECaiain.c) * 

* Note: while making an official release define * 

* "RELEASE" in FECmain.h to turn off all DEBUG * 

* messages. * 

* Revision History: * 

* * 

* vers. Date Who why * 



********************************************************** / 
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EXPORT TEXT *FecDetect(ifn) 
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UIKT ifRj 
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EXPORT INT FecSendFraine (ifn, frameptr, framesize, TrafGenMode) 
UINT ifn: 
N8 *frameptr; 
UINT framesize; 
N32 TrafGenMode; 

SF_ADAPTER *Adapter; // Pointer to Adapter structure: 

XMIB_FRAME_INFO *info; 
CHK_IFNCifn); 

// Make sure that a FDX interface is not used for Xmt 
if CinterfaceinfoCifn] .MaxBoards != i) 

1og_event C 

"<FecsendFraine>: )Ont not supported on FDX interfaces. [Current Ifn S&l]", 
ifn); 

return (EDRV_SUCCESS) ; 

Adapter = lnterfacelnfo[ifn].Adapter[0]; 

// First check if a previously queued frame needs to be ACKed 

AckPrevXmtedFrafTie (Adapter); 

// Q the frame for xmission 
if (xmtFrame (Adapter, frameptr, framesize, 

^ (TrafGenMode == CRCL.ERR) ? FALSE: TRUE)) 

// update stats for this frame if it was successfully Qued. 

info = Adapter->RecvFramelnfo; 
info->frame_time_ms = timer_get_uptime() ; 
i nf o->f rame_43 = frameptr; 
i nf o->f rame_si ze = framesize: 

i nf o->crc_al i gn_error = (TrafGenMode = CRC_ERR) ? TRUE : FALSE; 
info->mac_errors = info->crc_align_error; 
Adapter->TxmLastBuffer » (n8 *) frameptr; 
Adapter->TxraPrevPend = true; 
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-Ci_FET=l 
-D_FETM=1 
-C'_WAN=1 

-C^_NF=1 

-EuCF=l 

-E'_CDP=1 

-CNEW_NETFLas/=l 

-DUSR_HIST0RY=1 

-DSMON_SUPPORTal 

-D HCRM0N_SUPP0RT=»1 

>D PR0B£.CX>NFIG_BACKEND»:1 

-D FULL_PROBE_CONFIG»1 

-IKPU_PETECn:ON«l 

-D7X)PN_NL_MATRIX=1 

-DT0PN_AL_MATRIX=1 

-DT0PNH0ST_SUPP0RTED«1 

-DFASTPATH=1 

-DARTMI8_SUPP0RT«=1 

-D!W0M_FILTER=1 

-D_DSM0N=1 

-D_ifrTTOIB=l 

-D_FEC=1 

-DARUBAw.BOARD=l 

-DART_OM_IFN49=l 

-D ENTERPRISE_PATCH=1 

-D_LINICAGGR=1 

-DPERF_ARUBA=1 

-D.VOIPsl 

-D_IDS=1 
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char nsagent_linkt1nie[] 
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Testa, Hurwitz & Thibeaulx jxp 
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